
Risk Assessment and Mitigation Strategy of 
Large-Scale Solar Photovoltaic Systems in Pakistan  

1. Introduction

Energy is an essential factor for the growth of any 
country. The economy of country, whether it is de-
veloping or developed, is highly based on the energy 
resources of that particular region. Every human ac-
tivity is linked directly or indirectly with the energy for 
proper execution. Those activities could be related to 
the industrial, education, agriculture, health, or resi-
dential sectors. The importance of energy resources 
becomes more significant for the countries, which are 
in the developing phase and are underdeveloped [1]. 
Pakistan is a developing country in south Asian coun-
tries. There have been several developments in re-

cent times to make the country's economy relatively 
sustainable. In addition, the population of the coun-
try is also increasing with time. Therefore, for these 
developments and a big population, a clean energy 
system and alternate energy resources are required 
to deal with the country's energy demand [2, 3]. Un-
fortunately, Pakistan is facing a shortage of energy, 
and it is unable to meet the present energy demand 
of the people [4]. Due to this shortage, load shedding 
is increased for all sectors, including residential, com-
mercial, and industrial zone. Due to the imbalance 
between generation and usage of electricity, develop-
ing countries like Pakistan have more frequent power 
breakdowns which may last for 6–8 hours per day 

Solar photovoltaic (PV) systems and their installation are essential to determine a general 
practice for specialized risk assessment, which reduces the danger linked and the solutions 
to avoid those hazards, which call mitigation strategies. This paper aims to present the risk 
assessment and mitigation strategies for large-scale Solar PV systems in developing countries. 
To achieve this, complaints-related data has been collected from well-known companies pro-
viding Solar PV to industrial and residential consumers. This paper presents insights on the 
repetitive complaints, potential risks identified, and their severity along with probability. Fur-
ther, risk mitigation strategies to resolve these complaints timely and significantly are listed by 
industry experts. Overall, the study briefed each risk, its detail, and classified the complaints 
in three different companies.   
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in urban areas and 10-12 hours in rural areas during 
summer seasons [5-8]. 

Due to the energy shortage and prolonged power 
outages, many industries are shifting to alternative en-
ergy resources, like solar, wind, tidal and biofuels, to 
make their operations smooth [9]. The dependency 
on fossil fuels has resulted in various environmental 
hazards like carbon emissions, the greenhouse effect, 
global warming, and climate changes that ultimately 
affect the standard of living and create health issues 
all over the country [10]. In addition, due to the over 
usage of fossil fuels and natural resources, the coun-
try faces depletion of natural gas. As a result, the resi-
dential sector mainly faces gas load shortage, and the 
situation worsens more in winter. The solution is to 
decreasing fossil fuel usage whilst using more renew-
able energy, that is, solar, wind, tidal and biofuels re-
sources. These could help lower fossil fuel consump-
tion in the country and save the environment from 
impulsive climate changes [10].

For Pakistan, the requirement for clean energy re-
sources has been increasing by 9% annually. Accord-
ing to the study [11], the energy demand is expected 
to increase 8-fold by 2030 and around 20-fold by the 
year 2050. To fulfill this energy crisis in Pakistan, re-
newable energy could play a vital role by reducing 
the energy demand and supply gap. Renewable en-
ergy only contributes around 4 percent of the total 
power generation capacity of the country as per Na-
tional Electric Power Regulatory Authority (NEPRA) 
2020 annual report [12]. Among all these renewable 
energy resources (RER), solar energy has the higher 
potential to resolve the energy crisis in Pakistan to 
a higher extent because, geographically, Pakistan 

is located on the Sunbelt and receives a substantial 
amount of sunlight every year [13].

In the last few years, the solar energy market in 
Pakistan has seen phenomenal growth from 2011 to 
2020. Figure 1 portrays the increasing trend of solar 
photovoltaic (PV) energy installed capacity in Paki-
stan (Irena renewable energy statistics 2021) [14].

Based on these statistics, different analysts and 
studies have forecasted a compound annual growth 
rate of more than 2.5% between 2022 and 2027. In 
this forecasting period, the most dominating segment 
for the Pakistani solar market is the utility sector due 
to the lower prices of solar modules and many on-
going projects. The Government of Pakistan has set 
up a target of achieving a 30 percent contribution 
through renewable energy by the end of 2030 by 
ARE (Alternative and Renewable Energy) policy in 
2019. For this purpose, many solar power projects 
have been initiated and are in progress. By the end 
of December 2021, six solar power plants with a ca-
pacity of 430 MW were in operation for the utility 
sector. In contrast, other projects providing 460 MW 
are in the planning stage. This shows the clear intent 
of the Pakistani government to improve and increase 
the solar energy market in the country [14]. 

Along with the increasing trend of the solar ener-
gy market, the risks associated with solar technology 
should also be considered. Risk management related 
to solar power technology is essential for any owner 
or industrialist to make the operations well function-
al. Various risks associated with the PV system must 
be identified and analyzed early so that the project 
can succeed and reduce unexpected events like un-
conditioned power failure and sudden breakdowns. 

Figure 1. Total Solar Energy Installed Capacity in MW, Pakistan, 2011-2020 [14]
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If risks are not appropriately considered, there is a 
higher possibility that the project will collapse, or the 
company will face a financial setback due to the lack 
of adequate risk management and mitigation strate-
gies [15].

2. Literature Review

Despite the solar industry's rapid growth, a num-
ber of certain and uncertain risk factors related to 
utility, technical sophistication, and improper main-
tenance throughout a large solar PV project's entire 
life cycle could compromise its quality and impede 
further growth. Due to the fact that risks are a part 
of every project's life cycle, risk assessment is crucial 
to EPC solar projects. Wu et al. [16] assert that three 
factors—inadequate equipment selection, unfavor-
able weather, and a lack of qualified technicians—are 
the main causes of the risks connected to the main-
tenance and operation of solar PV plants [17]. They 
recommended enhancing design requirements, ac-
ceptance standards, and an effective monitoring 
system with qualified professionals to mitigate these 
problems [16]. The main cause of the deficiencies 
is a result of poor risk-mitigating strategies. It is well 
within the control of Pakistani contractors to success-
fully mitigate the risks associated with projects, which 
is a crucial component to finishing the projects on 
schedule [18].

2.1 Risk Management 

Risk can be defined or analyzed as an event or 
any situation which can occur in the future. Depend-
ing on the risk nature, it could result in a threat or an 
opportunity. It is crucial to identify the risk through 
the combination of its probability of occurring and 
the impact of that particular risk. Risk management 
involves the identification of the risk, the complete 
evaluation of that risk, and the selection of the meth-
od or mitigation strategy against that risk [19]. At the 
same time, some researchers believe that risk man-
agement is the planning of the resources to tackle and 
reduce the possibility of the occurrence of the risk 
through monitoring its consequences and conditions 
related to the particular risk. The risk can be mea-
sured by using activities that include estimating the 
probability of risk and the impact of that risk on the 
system. The equation can be written as the following: 

R = P × I   (1)

Where R represents the risk score, P represents 
the probability of the risk occurrence, and I represent 
the impact of the risk. The risk score is attained by 
multiplying the probability of risk occurrence and the 
impact. Through this risk score, risks are then classi-
fied and prioritized.

2.2 Risk Register

The term risk register is a type of record that 
serves as a tool to find out the possible risks involved 
in performing any project to consider it for better 
completion of that particular project. A risk register 
involves proper analysis, identification, and risk solv-
ing before they convert to problems for the staff and 
management of any company. This register helps the 
management to take the appropriate step against any 
potential setback involved in the project to reduce 
the risk and complexity of the problem. 

A Risk Register contains several partitions, includ-
ing the risk name or the risk identification number, 
risk description, risk category, risk analysis, risk miti-
gation, risk priority, and risk status. These items in 
the risk register help the firm to cope with the pos-
sible risks and reduce them up to a certain amount. 
The risk name or the risk identification number is 
the title or name given to that particular risk. The risk 
category helps assign the risk to its appropriate team 
for resolving whether it is related to the operations, 
budget, technology, information, etc. Risk analysis 
tells about the severity of that risk and its impact on 
the project. Risk mitigation tells about the appropri-
ate solution against that risk in order to solve it. It 
includes an action plan for solving the risk. Risk pri-
ority helps us to identify whether the risk is on the 
higher or lower priority based on its impact. Whilst 
Risk status tells about the current status of that risk, 
whether it is sorted out or not through the employed 
mitigation strategy [20].

2.3 Risk Prioritization

As electric consumers know, photovoltaic energy 
is rapidly expanding, and researchers have identi-
fied numerous risks to adopting renewable energies. 
Managing the risks associated with their operation, 
these solar power plants requires prioritizing and ed-
ucating them with online lectures. A new framework 
for risk management and risk prioritization of these 
solar power plants is proposed in this study.

After compiling a risk register of certain hazards 
and issues that have primarily affected grid-enabled 
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solar PV systems, first prioritize the risks into vari-
ous categories. Risk prioritization is known as the 
method of evaluating and analyzing a vulnerability 
and its consequences by determining the probability 
and severity of the hazard. Nonetheless, operating 
these Solar PV plants to meet load requirements in-
volves several risks that must be recognized and stan-
dardized [21]. A review of the literature and expert 
interviews assists in the identification of these risks. 
Expert opinions are also used to assess, prioritize, 
analyze, and mitigate these risks. 

Increasing the likelihood and impact of favorable 
events while reducing the likelihood and impact of 
unfavorable events is the goal of risk prioritization 
for the project [22]. The likelihood or frequency of 
an event occurring, which may have a safety effect 
or result in a possible outcome, is referred to as risk 
probability [23]. The severity of the risk refers to the 
amount of harm that could reasonably occur as a re-
sult or consequence of the hazard.

2.4 Complaint Behavior

Consumer needs and beliefs differ, making it dif-
ficult for any organization to reasonably satisfy its 
consumer. Errors and disasters are unavoidable and 

expected in any industry. Complaints are proof of 
a customer's dissatisfaction with a product, service, 
or government action. A dissatisfied person's action 
includes communicating about something unwanted 
or unacceptable about a product or service.

Several studies show that customer complaint be-
havior, complaint handling, and post-complaint be-
havior are interlinked, and the following table gives 
an overview of previous research studies on these 
factors.

In this one of a kind research, several risks re-
lated to the solar system are listed. The complaints 
and their frequency is recorded and a risk prioriti-
zation matrix is also created. Experts views on re-
solving the complaints in the most optimal manner 
are also listed and this could benefit the solar panel 
companies. Their particular mitigation strategies, 
along with their response time, are provided to less-
en the risks more efficiently, which can benefit fu-
ture investors and owners of solar system businesses 
as solar system consumers. Figure 2 depicts the oc-
currence of a risk or fault in the PV plant, which was 
corrected in a very short amount of time by using 
the correct measures. After the fault is rectified, the 
PV plant begins to operate and supplies power to 
the load. 

Dimension Study Total

Customer Complaint 
Behavior

Singh & Pandya(1991), Hamzelu et al.(2006), Fernandes & 
Santos(2008), Kim et al.(2010), Park et al.(2014), Preko & 
Samual(2015), Bergel & Brock(2018), Berry et al.(2014), Defranco 
et al.(2005), Gursoy et al.(2007), Jones et al.(2002), Keng et 
al.(1995), Kim et al.(2014), Kitapci & Dortyol(2009), Lau & 
Ng(2001), Liu & Mcclure(2001), Mattila & Wirtz(2004), Mccoll- 
kennedy et al.(2003), Ngai et al.(2007), Phau & Baird(2008), 
Sharma et al.(2010), Singh(1991), Soares et al.(2017), Stephens & 
Gwinner(1998), Tronvoll(2007), Yuksel et al.(2006)

26

Complaint handling

Cook & Macaulay(1997), Lam & Dale(1999), Davidow(2003), 
McCole(2004), Huitema & Ros(2008), Orsingher et al.(2010), 
Hansen et al.(2010), Abosag et al.(2011), Bell & Luddington(2006) 
, Clark et al.(1992), Anthony(2008), Gruber et al.(2006), Gruber et 
al.(2009), Huppertz(2007), Johnston(2001), Mattila et al.(2013), 
Miller(1995), Ogbeide et al.(2015), Simon(2013), Zairi(2000)

20

Post complaint 
Behavior

Badawi(2012), Neira et al.(2010), Conlon & Murray(1996), 
Davidow(2000), Estelami(2000), Gursoy et al.(2007), Halstead 
et al.(1993), Karatepe(2006), Maxham & Netemeyer(2002), 
Maxham & Netemeyer(2003), Rothenberger et al.(2008), Tax 
et al.(1998), Wirtz & Mattila(2004), Au et al.(2001), Blodgett et 
al.(1997), Gelbrich & Roschk(2011), Hui & Au(2001), Schoefer & 
Diamantopoulos(2008)

18

Table 1. Dimension wise distribution of article [24]
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3. Methodology

The methodology portrayed in this research 
provides a pragmatic approach to Solar PV system 
complaint mitigation strategies and their implemen-
tations. Pragmatist research incorporates positivism 
and interpretivism into the scope of a study. In order 
to conduct research in relatively new and dynamic 
ways to find solutions to research problems, prag-
matic researchers must incorporate operational deci-
sions into their research designs. This methodology 
is deductive reasoning, which includes one or more 
descriptions, analysis logic, and conclusions from 
inductive reasoning [25]. This research gathered 
information from existing literature and conducted 
interviews and discussions with critical stakeholders 
and experts. A literature review was performed to 
identify possible risks in the most recent research on 
risk assessment of solar PV systems [26]. Secondly, 
do structured interviews with solar market pioneers 
to identify all potential risks associated with solar PV 
systems in Pakistan. The information acquired about 
potential risks was then used in risk assessment and 
prioritization using a risk matrix method.

Because pragmatist research is used, we can use 
complex or mixed methods. Mixed methods re-
search allows for using both qualitative and quantita-
tive data collection and analysis tools. Rather than fo-
cusing on research philosophies. Pragmatic research 
enables a researcher to choose the best strategy for 
achieving the study's objective. As a result, the said 
paper focusing using action research, which is com-

monly based on diurnal issues and is concerned with 
developing practical solutions to these problems.

The research opinion's second innermost layer 
addresses the data time horizon. We use cross-sec-
tional data in this layer to collect data from multiple 
samples simultaneously. In contrast to longitudinal 
data. The merit of cross-sectional data that collects 
information from multiple samples at a single point 
in time. 

The Delphi technique analyzes the risk involved 
in solar PV plants. It is a method of gathering indi-
vidual opinions on issues with no or little predefined 
evidence and where opinion is significant [27]. In 
Delphi studies, this is typically accomplished with the 
use of successive questionnaires. The respondents 
are asked for information and their opinions [28]. 
During the course of this study, we had a meeting 
with the top experts of the industry who helped us in 
listing the mitigation strategies for resolving multiple 
types of complaints.

3.1 Risk Register for Solar System

The focus of this research is to prepare the risk 
register involving firm risks and problems faced by in-
dustries after installing the solar power system as their 
energy resource. Many industries face similar and 
dissimilar problems related to the PV system during 
operations. Those issues or complaints and their par-
ticular mitigation strategy are gathered through the in-
line survey and meetings to maintain the risk register 
related to the solar source. Different industries use 

Figure 2. Theoretical Framework
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more than one mitigation strategy for complaints of 
similar nature; therefore, a well-developed risk reg-
ister is significant in order to provide a set of solu-
tions against these complaints for the industries using 
solar power systems and for those who are willing to 
install the PV system in future as well. This register 
could provide them with several recorded problems 
or complaints along with their solutions to reduce 
their maintenance cost as well as helps them in their 
troubleshooting. Figure 3 depicts the flowchart for 
the methodology for the risk assessment.

3.2 Risk Assessment

Identifying risks and their effects is the process of 
conducting a risk assessment. In this regard, the like-
lihood and seriousness of the hazard are assessed. 
A hazardous situation can lead to property damage 
(including equipment damage), injuries (possibly fa-
talities), and financial loss [29]. Information on ac-
cidents and related events makes it easier to identify 
the circumstances that create dangerous situations. 
The expected likelihood and magnitude of an event 
brought on by a hazardous event are combined to 
form risk. The two elements of risk are risk severity 
and risk probability. It is essential to look into every 
potential result of an unsafe situation, including the 
worst case (slightest chance situation).

3.3 Risk Probability

Risk probability is the term used to describe the 
likelihood of an event [30]. As tabulated in Table 2, 
it is classified into the following categories in decreas-
ing order of frequency. Risk is classified as "Most 
likely" if it is anticipated to happen in most situations. 
It is highly significant because it happens frequently. 
Similarly, to this, rare risks are categorized as "Likely" 
risks. The risk is categorized as "Occasional" and only 
happens occasionally if it arises due to another event. 
Risks that occur infrequently or under exceptional 
conditions are given the lowest rank.

3.4 Risk Severity

The impact of a risk event is measured in terms of 
risk severity. Catastrophic, Major, Moderate, Minor, 
or Insignificant are all potential consequences. Risk 
severity, also known as risk impact, is the anticipated 
harm or unfavorable outcome due to exposure to the 
risk. In other words, it evaluates how serious a situ-
ation might be if a specific Risk materializes in the 
future. The severity of the outcomes provides a rating 
based on the impact of the risk that has been identi-
fied, as marked in Table 3.

Figure 3. Flow chart for the methodology for risk assessment

Likelihood Description Value

Frequent Most likely to occur
(has occurred frequently) 5

Likely Likely to occur sometimes
(has occurred infrequently) 4

Occasional Unlikely to occur but
possible (has occurred rarely) 3

Unlikely Very unlikely to occur (not
known to have occurred) 2

Extremely unlikely Almost inconceivable that
the event will occur 1

Table 2. Risk Probability

Severity Consequences Value

Minor
Minor failure or degradation, hardly 
noticeable, has no impact on system 
performance.

A

Major Failure/degradation will result in 
non-operation of the system B

Hazardous Major equipment damage and 
reduction in safety margins C

Catastrophic Equipment destroyed D

Table 3. Risk Severity
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3.5 Risk Matrix

The risk of a solar PV system is quantified in this 
paper using the risk matrix approach. A risk matrix, 
also known as a probability and severity risk matrix, 
is used to depict the possible system risks. The two 
intersecting elements that form the foundation of the 
risk matrix are the likelihood that a risk event will oc-
cur and its potential effects on the system. Based on 
the likelihood and severity of a risk, it is categorized 
as critical, high, moderate, or low. Solar companies 
can use risk matrices to prioritize various risks and 
create a suitable mitigation strategy as part of the risk 
management process [31-33].

In Figure 4, risk is described as the product of the 
probability (or likelihood) of an asset failure and the 
impact of severity of the failure outcome. A risk ma-
trix, as opposed to sophisticated risk calculations, pro-
vides a measure of risk using simple scoring systems. 
By evaluating the risk's severity ranking by multiplying 
its probability rank by its impact rank in a Probability/
Impact matrix, one can often determine how severe 
a risk is. The higher the risk rating, the greater the 
system's overall risk. This strategy assists in balancing 
the importance of severity and probability.

3.6 Response in Risk Management

There are three dimensions, i.e., customer com-
plaint behavior, complaint handling by firms, and 
post-complaint behavior of customers, which broadly 
cover the complaint management fact.

1) Customer Complaint Behavior

Whenever customers' expectations are not ful-
filled by their experience, their behavior changes 

from complaints to dissatisfaction. Noncomplaining 
behavior happens because dissatisfied customers an-
alyze the cost-benefit trade-off before registering the 
complaint. Suppose the product price is high, con-
sumers complain openly. Nonetheless, if the product 
price is low, customers should refrain from using it 
without complaining. So companies must focus on 
each issue about products and services, especially to 
avoid losing customers.

2) Complaint Handling

Complaints handling is the primary process that 
retains a customer and makes him loyal to the prod-
uct or services. Currently, most companies rely on 
complaints, which also irritates consumers. Individ-
ual complaints handling process should be managed 
to avoid such loss and consumer priorities.

Essential factors that need to be the focus are:

• Timeliness
• Facilitation 
• Apology
• Credibility
• Attentiveness

3) Post - Complaint Behavior

Feedback is the best process to ask the consumer 
about the experience. Like different companies call 
their consumer to check their satisfaction level. Cus-
tomer experience regarding complaint handling is to 
be judged and discussed. Together all the justice di-
mensions are essential to post-complaining behavior.

4. Results 

Based on the past literature and data gathered 
from semi-structured interviews with the three lead-
ing companies of solar PV systems in Pakistan, po-
tential risks of solar PV systems are identified. A total 
of 29 potential risks were identified and classified 
according to the risk's severity and probability. We 
categorized the 29 potential risks into four broad cat-
egories, as shown in Figure 5. The bar chart in figure 
4, depicts each risk, its severity, and the possibility of 
its occurrence in any system. 

The risks, their descriptions, and the frequency of 
complaints in the PV plants of three different solar 
installers are also shown in Table 4 below. Table 4, 
shows that despite the three different installers using 
three different solar installation techniques, each risk 
may or may not occur more frequently. Moreover, 
Figure 6 indicates the occurrence of the risks of solar 
PV plants in three different solar firms, as mentioned 

Figure 4. Risk Matrix 



112Inayat et al.

International Journal of Industrial Engineering and Management Vol 14 No 2 (2023)

Figure 5. Risk Assessment 

Figure 6. Level of Risk Occurrence
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earlier. Figure 7 illustrates that significant risks related 
to the grid and solar PV system inverters happened in 
all three firms' PV plants.

We analyze the risk severity and probability of 
different PV plants located in different areas and 
installed by different companies. Each pie chart 
defines the number of complaints received by the 
specific company regarding categorized risk in this 
research.  

According to Risk Assessment, significant risks 
were the recurring events that companies identified 

as having the highest level of encountering during 
their work operations. Figure 8 depicts a significant 
risk that solar industries frequently face in Pakistan 
because of the unstable grid, voltage fluctuations, 
and problematic connectivity. Since the last few de-
cades, Pakistan's power distribution system has been 
plagued by line faults, imbalanced conditions, insta-
bility, and forced interruptions. The reasons for this 
are a poor protective system, an unbalanced load, 
aged and inadequate infrastructure, and a shortfall in 
power generation compared to demand. 

Table 4. Risks occurrence in three different solar installer’s PV plants
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Figure 7. Type of risk occurrence in each company

Figure 8. Probability of Major Risks
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Due to these grid issues, the failure and non-op-
eration of the system frequently occurred in all three 
companies' solar PV plants. Voltage fluctuations and 
an inferior voltage profile are seen in many parts of 
Pakistan, in addition to other technical problems. 
In the summer and peak hours, the customer end 
voltages typically fluctuate between 20 and 220 volts, 
interrupting the operation of grid-connected PV sys-
tems.

Risk is determined by the probability of an event 
occurring and its subsequent impact with severity. 
The likelihood of the event occurring is the prob-
ability. Severity is defined as the amount of damage 
and negative consequences resulting from the event. 
Without considering the impact of mitigation mea-
sures, a risk index is assigned for each risk event 
based on the likelihood and severity of each risk.

The risk matrix created and coded in the afore-
mentioned Table 5 is based on the impact or prob-
ability. To make risk elimination easier for solar 
companies, the risk indexing has also been color-
coded according to region of severity as shown in 
Table 6. 

5. Discussion

5.1 Risk Mitigation

The best practices implemented by solar industry 
professionals to eliminate the potential risks which 
are described in Tables 7 -10. These directives will 
aid in hindering problems at earlier stages of solar op-
erations. As we can see, catastrophic risks are those 
that, despite having the lowest likelihood of occur-
ring, have the most significant potential for harm [1].

5.2 Customer Complaints

Customer complaints should be classified accord-
ing to their criticality, and the resolution time to those 
complaints should be determined accordingly. To 
reduce the significant damage, establish a customer 
complaint response and resolution time based on risk 
severity and consequences. If the risk causes damage 
to the system, it must be rectified immediately, and 
the response time should be within an hour. 

Table 5. Risk Matrix

Region Indexes Criterion

Critical 5B, 5C, 5D, 4C, 4D, 3D Potential harm that pose the highest risk in terms of strategic significance 
considering their likelihood of occurring and consequences.

High 4B, 3B, 3C, 2C, 2D, 1D Severe events can result in equipment loss, but the consequences are minor 
in comparison to a risk rated as critical.

Moderate 5A, 4A, 2B, 1B, 1C A moderate risk event is one that results in risks that can have an impact 
but are not severe.

Low 3A, 2A, 1A A low-rated event has little or no impact on the system's operational 
activities and performance.

Table 6. Risk Tolerance
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Table 7. Risk Mitigation of Catastrophic risks

Level of 
Risk Risk Probability of 

Occurrence Region Mitigation
Ca

ta
st

ro
ph

ic

DC link 1 25% 2D
If this error occurs more than once, turn off the inverter and restart 
it after a few minutes. If this still needs to be rectified, contact a 
technical person.

Watchdog C0 20% 2D
This critical error can be resolved by performing an AC reset or 
firmware update. Turn the ac power circuit breaker on and off. If the 
code persists, use the inverter's software tool to update the firmware.

Device Fault 15% 1D
Turn off the AC switch and DC switch, wait for 5 minutes, and then 
turn on the AC switch and DC switch. If the fault persists, contact your 
dealer or technical support.

Table 8. Risk Mitigation of Hazardous risks

Level of 
Risk Risk Probability of 

Occurrence Region Mitigation

H
az

ar
do

us

Insulation 
failure 65% 4C

Check for ground faults in the PV system by measuring the voltage. If 
the voltage measurement was unsuccessful, inspect the PV system for 
ground faults using insulation resistance measurements.

DC overvoltage 50% 3C
Check the series connection of each string; it should be within the 
inverter's maximum range. Change string configuration if the number 
of panels exceeds an array of the system.

Faulting Strings 45% 3C

1. Check whether the current in the PV string is significantly lower than 
in other PV strings. If yes, check whether the PV string is shaded.
2. If PV modules in the PV string are clean and not shaded, check 
whether the PV string is damaged.

MC4 connector 
burnout 35% 3C

First, turn off the inverter and remove that MC4. Then change the MC4 
connector with the new piece. Fix all the connections and check all the 
lost connections.

DC overcurrent 95% 3C

In real-time, the solar inverter detects its external working conditions. 
The solar inverter automatically recovers after the fault is restored.
If the alarm occurs frequently and affects the PV plant's energy yield, 
check whether the DC output is short-circuited. Contact your dealer or 
technical support if the problem cannot be resolved.

Table 9. Risk Mitigation of Major risks

Level of 
Risk Risk Probability of 

Occurrence Region Mitigation

M
aj

or

Abnormal Grid 
Frequency 95% 5B

Check the configured frequency limit and the configured nominal 
frequency. Either grid frequency fluctuates due to instability at the 
grid, or configured frequency needs to be appropriately set.

Grid Under 
voltage 95% 5B

1. If the alarm occurs occasionally, the power grid may be temporarily 
abnormal. The device automatically recovers after detecting that the 
power grid becomes normal.
 2. If the alarm frequently occurs, check whether the power grid 
voltage is within the allowed range. If not, contact the local power 
operator. If yes, modify the power grid under the voltage protection 
threshold after obtaining the consent of the local power operator.
 3. If the fault persists for a long, check the connection between the 
AC switch and the power cable.

Abnormal 
communication 90% 5B Check that the device is connected through a network cable. Check 

whether the router network can access the public network.
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Level of 
Risk Risk Probability of 

Occurrence Region Mitigation
M

aj
or

Grid Loss 85% 5B Check that AC grid and power cable are connected and that the AC 
switch is ON.

Abnormal Grid 
Voltage 75% 4B

If grid conditions stabilize, the inverter automatically recovers. Check 
that the grid voltage is within a safe range. If it still needs to be, get in 
touch with the power company.

AC Overcurrent 70% 4B
If the alarm occurs frequently and affects the operation of the power 
plant, check whether AC short circuit exists. If the fault persists, 
contact your dealer or technical support.

Active power 
limited de-rating 65% 4B

When the inverter reduces its power to protect internal components 
from overheating, this is called temperature de-rating. Examine 
the heat dissipation and whether the fans are operational or not 
contaminated.

Abnormal 
Grounding 60% 4B

Power off the device (turn off the AC switch and DC switch, and wait 
for a period specified on the device safety warning label), and then 
perform the following operations:
 1. Check that the PE cable of the device is connected correctly.
 2. If the device is connected to a TN power grid, check whether the 
neutral wire is connected correctly and whether the voltage to the 
ground is abnormal.
 3. After powering the device, check whether the output mode set on 
the device matches the actual cable connection.

Isolation fault 60% 4B

1. Turn off the AC connection.
2. Measure the open-circuit voltage of each string.
3. Disconnect the PE (AC earth) and other earthing from the inverter. 
Maintain the DC connection.
 – A red LED illuminates to indicate an error.
 – The isolation fault message is no longer displayed because the 
inverter can no longer distinguish between DC and AC voltages.
4. Disconnect all DC wiring but keep the DC+ and DC- from each string 
together.
5. Record the voltage between (AC) PE and DC (+) as well as the 
voltage between (AC) PE and DC (-).
6. Notice that one or more readings do not show 0 Volt; these strings 
have an isolation fault.

Grid fault 50% 3B

If the error frequently occurs because of the high grid voltage, your 
inverter can no longer overcome it and shuts down. Check the inverter 
grid code or country code is selected correctly or not. If it still needs to 
be, get in touch with the power company.

Abnormal 
Residual Current 50% 3B If the alarm occurs frequently or persists, check whether the DC-to-

ground impedance is too low.

DC Component 
Over high 45% 3B

If the alarm occurs frequently and impacts the PV plant's energy yield, 
check whether the DC output is short-circuited. Contact your dealer or 
technical support if the problem cannot be resolved.

Cluster 
Controller 714 35% 3B Check the Ethernet cable and connector. If the error does not remove, 

change the cable and configure the IP setting.

Low Insulation 
Resistance 35% 3B

Check that the PE cable of the device is correctly connected. Check 
the output-to-ground impedance of the PV array. If a short circuit or 
inadequate insulation exists, rectify it.

Device Address 
Conflict 35% 3B Change the RS485 address or connector of the data logger.

Short circuit 35% 3B Check all possible reasons for short circuits. All loose connections 
should be removed. MC4 connectors are correctly connected or not.

Device fault LT 15% 1B Check the inverter status and shut down the device; if the error occurs 
again, check the internal hardware or contact the service center.
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Table 10. Risk Mitigation of Minor risks

Level of 
Risk Risk Probability of 

Occurrence Region Mitigation
M

in
or

Connection 
check (slow) 85% 5A Check the internet connectivity of your plant.

Actual 
normalized 
energy deviation

70% 4A
Check that PV module are not in the shade and are properly cleaned. 
All the strings are working correctly and generating the expected 
power.

Waiting for grid 
voltage 40% 3A Examine the input voltage of the inverter. Check the PV generator 

configuration if it is close to the input OV threshold.

Corrosion 
of metallic 
components 
like structure or 
cable tray

35% 3A
However, if grid voltage fluctuations cause the error, the inverter will 
automatically rectify it when grid conditions stabilize. If the error 
persists, check the grid configuration and country code.

The magnitude of the system damage dictates how 
these complaints should be handled. For example, if 
there is a short circuit in the system or the inverter or 
breaker catches fire, the solar service provider must 
immediately resolve the problem. Furthermore, is-
sues such as a grid malfunction, abnormal ground-
ing, or other issues that render the system inoperable 
rather than causing severe harm can be resolved in 
a matter of days without needing immediate action. 
Whereas, issues in which the system is operational 
but minor faults, such as non-availability of steady in-
ternet, or deviation in output generation due to dirt 
on PV modules, do not warrant any physical visit by 
the service provider, and the customer can rectify the 
risk. However, consumer behavior should be taken 
into account while dealing with such complaints, as 
it directly impacts clientele relations and business. A 
poor customer service experience can significantly 
damage your reputation. As it is imperative to timely 
address these issues, any communication gap be-
tween the customer and service provider adversely 
affects the business's reputation. Figure 9 depicts the 
response time depend upon the complaint severity.

Four broad categories, the intervention of risk 
origination, its likelihood of occurrence and time to 
cater is tabulated in Table 11. 

6. Conclusion

The use of solar energy has increased significantly 
in our modern world, but it also carries some risks 
that must be addressed in order of priority. This pa-
per uses the Delphi technique to evaluate and iden-
tify potential risks associated with solar photovoltaic 
systems. Through deep research by the team mem-
bers and interviews with the solar experts, we have 
classified the risks and hazards according to their se-
verity. This has allowed us to determine which risks 
need to be addressed first.

The research by the team was carried out in four 
phases. Firstly, interviews with experts facilitated the 
identification of risks through their experiences. Af-
ter the interviews, in-depth research into determining 
how those risks are to be mitigated gave us a frame-
work for managing them. Thirdly, by analyzation of 

Figure 9. Response Time
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the criticality of risks, we were able to comprehend 
how they have to be resolved depending on the like-
lihood of their occurrence and the severity of the 
resulting damage. Moreover, conclusively, the time-
frame for rectifying risks identified in the research 
was also made evident.

As a result of this extensive research, experts 
could strategize for the potential future risks before-
hand in the rapidly expanding solar market. This re-
search could significantly aid in risk management and 

prioritization, as it has categorized the risks and their 
management meticulously by classifying each risk 
and providing mitigation strategies for them. Further 
describing how hazardous those risks are and how 
they need to be addressed according to the gravity of 
the consequences of those risks. The proposed risk 
management framework in this study can benefit the 
solar industry, and managers will be able to under-
stand risk management steps and implement them 
in any region.

Level of Risk Risk Probability of 
Occurrence Response time 

Catastrophic

DC link 1 25% Immediately

Watchdog C0 20% within a day

Device Fault 15% within a day

Hazardous

Insulation failure 65% within hours

DC overvoltage 50% within a day

Faulting Strings 45% within a day

MC4 connector burnout 35% Immediately

DC overcurrent 95% within a day

Short circuit 35% Immediately

Major

Abnormal Grid Frequency 95% No Physical visit required

Grid Under voltage 95% No Physical visit required

Abnormal communication between 
management system and equipment 90% within 1 or 2 days

Grid Loss 85% No Physical visit required

Abnormal Grid Voltage 75% No Physical visit required

AC Overcurrent 70% within 1 or 2 days

Active power limited de-rating 65% within 1 or 2 days

Abnormal Grounding 60% within a day

Isolation fault 60% within a day

Grid fault 50% within 1 or 2 days

Abnormal Residual Current 50% within a day

DC Component Over high 45% within a day

Cluster Controller 714 35% within 1 or 2 days

Low Insulation Resistance 35% within a day

Device Address Conflict 35% within 1 or 2 days

Device fault LT 15% within a day

Minor

Connection check (slow) 85% No Physical visit required

Actual normalized energy deviation 70% No Physical visit required

Waiting for grid voltage 40% No Physical visit required

Corrosion of metallic components like 
structure or cable tray 35% within 1 or 2 days

Table 11. Complaint Response Time
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Future research may include risks related to gov-
ernmental policies affecting solar PV systems opera-
tions and installation in developing countries. More-
over, the risk of the supply chain cycle of the solar 
PV system from procurement to installation can be 
identified using various techniques. Besides technical 
risk, financial risk can also be incorporated that can 
affect the implementation of solar PV plants. Finan-
cial risks such as return on investment (ROI) may de-
viate from projected years due to technical risks that 
may affect the unit generation solar PV plant.
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